
 

DPI Briefing Paper 

Counter-Terrorism Measures in Internal Armed Conflicts:  The 

Obligations from International Law 

 

Introduction 

There is no precise definition of terrorism agreed upon by the international community, in 

part because of the lack of consensus concerning the circumstances under which the 

challenge of state sovereignty by rebel groups may or may not be considered legitimate. The 

closest,  albeit non-binding, wording available is the description of the United Nations 

Security Council’s Resolution 1566 (2004), which states that terrorists commit ‘criminal acts, 

including against civilians, committed with the intent to cause death or serious bodily injury, 

or taking of hostages, with the purpose to provoke a state of terror in the general public or 

in a group of persons or particular persons, intimidate a population or compel a government 

or an international organization to do or to abstain from doing any act’.1  

Terrorist attacks can have devastating consequences on the right to life and liberty, and 

directly attack the integrity of Governments, civil society, and economic activity, thereby 

threatening the enjoyment of fundamental human rights by all. This means that states, 

which have a fundamental duty to safeguard the rights of their citizens, ‘have not only a 

right but a duty to take effective counter-terrorism measures’.2 At the same time, it has 

been recognized that counter-terrorism measures carried out by states engaged in non-

international armed conflicts have frequently themselves come into conflict with the 

upholding of basic human rights, as enshrined by international law and humanitarian law 

standards.3  

This short briefing paper will set out the applicability of international obligations to 

situations of counter-terrorism or military operations in non international armed conflicts, 

and address some of the key issues arising in this complex area of international human 

rights law.  
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The International Bill of Human Rights 

International Human Rights Law is primarily derived from two principal, legally binding 

treaties, themselves derived from the Universal Declaration of Human Rights (UDHR): the 

International Covenant on Civil and Political Rights (ICCPR) and the International Covenant 

on Economic, Social, and Cultural Rights (ICESCR), both adopted in 1966 and entering into 

force in 1976. Together with the UDHR, they constitute the International Bill of Human 

Rights.4 

The International Bill of Human Rights provides for three different kinds of human rights: 

absolute rights, limited rights, and qualified rights. There is no justification for violating 

absolute rights, such as protection from slavery and freedom from torture, inhuman, or 

degrading treatment. Limited rights, such as the right to liberty, are those which are 

expressed in absolute terms but from which there may be derogations within strictly 

defined limits laid out in the text of the ICCPR and ICESCR.  The right to liberty, for example, 

can be taken from an individual after the proceedings of a fair trial. Finally, qualified rights 

are those rights which may come into conflict with the rights of others, and hence permit 

restrictions to be made on them in order to balance out the competing rights of different 

actors, such as the individual and society.5 Rights which are qualified include the right to 

freedom of expression, association, and the right to a private life.6 

Both limited and qualified rights are derogable. This means that, in times of emergency that 

threaten the life of the nation, a state may aver from full observation of these rights in order 

to meet its security needs. To do so, states must publicly state that an emergency exists, and 

the nature, purpose, and expected length of its planned period of derogation.7 Significantly, 

qualified rights may only be legally limited if their limitation has been shown by states to be 

necessary, proportional, and non-discriminatory:8
 the existence of a state of emergency, in 

itself, is no guarantee that derogations will be lawful.9 Derogations must also be subject to 

periodic review, which ‘includes scope, duration, and manner of implementation’.10 Article 4 
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of the ICCPR prescribes that states may only aver from full observance of articles of the 

covenant to ‘the extent strictly required by the exigencies of the situation’.  Moreover, any 

measures must never include ‘discrimination solely on the ground of race, colour, sex, 

language, religion or social origin’.11  

 

International Criminal Law 

The Fourth Geneva Convention (Article 3)  

In addition to the International Bill of Human Rights, the Fourth Geneva Convention and its 

additional protocols are considered binding to all states12 and together constitute a vital 

legal authority on issues relating to counter terrorism. Article 3 of the Fourth Geneva 

Convention outlines the mandatory basic necessities an authority must provide to any 

population under its authority, regardless of security concerns, during non-international 

armed conflicts. Non international conflicts are protracted, armed confrontations occurring 

between government forces and the forces of one or more armed, organised groups.13 This 

means that counter terrorist operations which pit the government against an armed, 

organised militant group over a sustained period of time, during which significant military 

engagement occurs, are very likely to meet the definition of an internal armed conflict. 

Along with reiterating the responsibility of states to uphold the fundamental rights including 

the right to life, the right to freedom from torture, and the right to a fair trial,14  Article 3 

also forbids the taking of hostages, and stipulates that ‘the wounded and sick shall be 

collected and cared for’.15  

 

The Fourth Geneva Convention ( Additional Protocol II) 

The Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the 

Protection of Victims of Non-International Armed Conflicts (Protocol II), applies to state 

parties engaged in non-international armed conflicts. It reiterates that states may not 

interfere with the provision of basic items essential for the survival of the civilian 

population,16 and take steps to ensure their supply if the civilian population is in need. These 
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items include foodstuffs, drinking water,17 and medical supplies.18 This absolute 

requirement for states to ensure that the basic needs of civilians are provided for is further 

affirmed in international humanitarian law.19 In non-international (as well as international) 

armed conflicts, states must ensure that the wounded and sick must receive treatment ‘to 

the fullest extent practicable and with the least possible delay’.20 This means that, as with 

those rules dealing with the provision of medical care during international armed conflicts, 

states engaged in non international armed conflicts must at all times refrain from 

interference with the provision of medical services and, if medical care is not available, take 

whichever steps are available to them to remedy the situation.21 As the 1987 commentary 

explicitly affirms, the obligation for states to ensure that the wounded and sick receive 

medical treatment is essential to ensure that states engaged in internal armed conflicts are 

not in violation of humane treatment, a fundamental right,22 and constitutes a foundational 

rule in international humanitarian law.23  

 

Customary International Law 

The International Bill of Human Rights and Additional Protocol II to the Fourth Geneva 

Convention do not make reference to terrorism specifically. The way in which the rules they 

lay out relate to terrorism can be best discussed with reference to international customary 

law, which relates three cardinal rules for those engaged in anti-terror operations 
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concerning necessity, distinction, and proportionality.24 Two of the most authoritative 

sources of customary international law, the Declaration of Minimum International 

Humanitarian Standards and the International Committee of the Red Cross’ Customary 

International Law Study, will be drawn from further here to illustrate these rules.  

The Principle of Necessity  

It is recognised that counter terrorism operations may breach certain human rights, and 

there are circumstances under which the property, livelihood, and even lives of non-

combatants may be risked.25  If this is to be legal, any measures implemented must first 

comply with the principle of necessity. This means that they can only be performed if they 

are necessary to achieve legitimate military objectives.26 Operations intended to instil fear 

into the general population,27 or to collectively punish the general population,28 for 

example, are not legitimate military objectives and are hence forbidden.  

 

The Principle of Distinction 

Once the principle of necessity has been satisfied, states must adhere to the principle of 

distinction in their pursuit of their security objectives. The principle of distinction is the 

requirement to at all times distinguish between civilians and combatants.29 This is supported 

by the Additional Protocol II and the Declaration of Minimum Humanitarian Standards, 

which both expressly state that attacks against civilians are forbidden and measures that 

may harm civilians are heavily restricted.30 The principle of distinction means that, among 

other measures, states must limit their military operations to those objects, such as 

territory, installations, and buildings, which make an effective contribution to military action 

and whose destruction offers a definite military advantage.31 Any military operations which 
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treat an area which contains military objectives along with civilians and/or civilian property 

as a single target will breach the principle of discrimination and are as such completely 

forbidden.32 Acknowledging and adhering to the principle of distinction means taking all 

feasible measures to avoid if possible, and minimise in any case, harm to civilians.33  

The Principle of Proportionality 

Thirdly and crucially, when determining the best course of action to counter terrorism, 

states must abide by the principle of proportionality if their actions are to be legal under 

international law. 34 This can be a complex task, requiring states to weigh up the expected 

benefits of an action versus the chance of harm to civilians, and means that an area exists 

where the legality or illegality of an action taken depends on contextual factors balancing 

the need to safeguard human rights with the need to counter terrorism, itself derived from 

the duty of the state to safeguard the rights of the people.35
 It also means that even where a 

legitimate security goal exists and where care is taken to distinguish between civilian and 

military targets, an operation may be illegal if it extracts too high a human cost for too 

meagre a security gain.36 It should be remembered that counter-terrorist operations which 

cause the wider population to incur heavy penalties, particularly if they are both 

unnecessary to counter, and disproportionate to the scale of, the terrorist threat faced,  are 

at risk of qualifying as collective punishment, the act of punishing a wider group because of 

their association with the actions of certain individuals.37 Collective punishment is 

completely forbidden under international law, which holds that a person must not be 

punished for a crime that she or he is not responsible for.38 
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Review: International Law and Counter-Terrorism 
International law governing counter-terrorism operations is primarily derived from the 

following: 

 

International Bill of Human Rights 
 Binding to all states signatory to the ICCPR and the IESCR. 

 Outlines the fundamental human rights, which states engaged in counter 

terrorism operations must respect at all times and under all circumstances, e.g 

the right to freedom from torture. 

 Outlines those rights which are restricted and qualified, and the situations 

where these rights may be (narrowly) circumscribed, e.g freedom of 

movement. 

Fourth Geneva Convention (Article 3) 

 Binding on to all states engaged in non-international armed conflicts. 

 Reiterates the responsibility of states to uphold fundamental rights including 

the right to life, the right to freedom from torture.   

 Forbids the taking of hostages and require states to take every measure 

feasible to ensure that the wounded and sick receive medical treatment. 

Fourth Geneva Convention (Additional Protocol II) 

 Binding on all states engaged in non-international armed conflict. 

 Requires that states ensure the provision of basic necessities to the civilian 

population and refrain from interfering with the provision of, and provide 

themselves if none is forthcoming, of medical treatment for the sick and 

injured. 

International Customary Law 

 Binding on all parties, including states parties, engaged in conflict. Is laid out, in 

particular, in the Declaration of Minimum International Humanitarian 

Standards and International Committee of the Red Cross, Customary 

International Humanitarian Law Studies. 

 Requires that all counter-terrorism operations must pass the tests of necessity, 

distinction, and proportionality, in order to be permissible under international 

law. 



Counter-terrorism and International Human Rights Law: Case Study 

 

The Case of Isayeva v Russia 

A particularly salient example of how international human rights law relates to 

military counter-terrorism operations conducted by states is the case of Isayeva v 

Russia. The case concerned a bombardment of a village in Chechnya by Russian 

fighter jets following the entry into the village of large number of rebel forces 

designated terrorists by the Russian state.39 The European Court of Human Rights 

found in favour of the applicant, who alleged that the Russian state had acted 

illegally by engaging in indiscriminate bombings.  

In the applicants favour was two key factors. Firstly, while the Court agreed with the 

Russian state that the security situation called for exceptional military measures,40 

no state of emergency had been officially and publicly declared in Chechnya.41 

Secondly, the ‘massive use of indiscriminate weapons’ combined with the failure to 

take action to protect the villagers from violence42 violated the principles of 

necessity, distinction, and proportionality. The operation had failed to pursue the 

most necessary goal (the protection of civilians); had through bombardment of a 

single area containing a high density of civilian targets failed to abide by the principle 

of distinction; and thereby, failed to achieve a balance between the aim pursued and 

the means employed to achieve it, running afoul of the principle of proportionality.43  

 

Human Rights and Counter-Terrorism: Examples 

To give further context to the legal relationship between human rights and counter-

terrorism measures under international law, some of the most common rights which 

counter-terrorism measures have often violated are outlined below. 
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             Right to Life 

Every human being has the inherent right to life.44 The right to life is not entirely 

absolute, but exceptions must be construed narrowly.45 There are instances when 

the use of lethal force by state actors is justified: defence of persons, arrest, 

preventing escape and pacifying a riot or insurrection are the common limitations.46 

To be legal, lethal force must be demonstrated to be absolutely necessary to 

perform any of the above actions. In Güleç v. Turkey, for example, the ECHR found 

that Turkish gendarmes had violated human rights by using lethal force to quell 

rioters, when appropriate, non-lethal measures could have been used instead. Citing 

the need for proportionality and necessity, the Court stated that ‘it goes without 

saying that a balance must be struck between the aim pursued and the means 

employed to achieve it’.47 

 

             Right to Freedom of Movement 

The right to freedom of movement is enshrined in Article 12 of the International 

Covenant on Civil and Political Rights.48 It is a relative right, and as such may be 

restricted, if its restriction is required to protect public security and the rights and 

freedoms of others.49 As with other relative rights, tests of proportionality and 

necessity must be applied if it is to be derogated from. One example of when these 

tests failed is in the case of a wall built by the Israeli state through the Occupied 

Palestinian Territories.  

 

The Advisory Opinion of the International Court of Justice was that the wall violated 

the freedom of movement of a number of Palestinians, which in turn compromised 

their ability to access other rights, such as to clean water and employment. In 

considering Israel’s case, the ICJ acknowledged that human rights law contained 

provisions for derogation that may be called upon by states to satisfy their national 

security needs, but that such derogations must be proportionate and necessary. In 

this case, the ICJ was not convinced that the route Israel had chosen for the wall was 

necessary to achieve its security objectives of protection from terror attacks; this 
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meant that the damage done to the human rights of Palestinian residents was 

unnecessary, and hence in violation of international human rights law.50 

 

            Right to Freedom of Association 

The right to freedom of association is the individual’s right to leave or join groups of 

their own choosing.51 The UN Special Rapporteur on the Promotion and Protection 

of Human Rights While Countering Terrorism has expressed concern that ‘vague and 

broad definitions of terrorism, or the absence of such a definition, inhibit the work of 

associations that do not pursue terrorist tactics’.52 Freedom of association is violated 

when a group is banned despite not calling for violence, and not rejecting 

democratic principles;53 the ECtHR has also upheld bans on groups which either 

advocate violence or values counter to fundamental democratic principles.54 

 

             Right to Freedom of Expression 

The right to freedom of expression is one of the cornerstones of democratic 

society,55 a vital right which, like freedom of association, is a ‘platform for the 

defence and exercise of other rights’, which has ‘often been limited by states in their 

response to a real or perceived terrorist threat’.56 Restrictions to the right of 

freedom of expression are permitted by states if said expression constitutes an 

incitement to violence; indeed, the Council of Europe’s Convention on the 

Prevention of Terrorism requires states to criminalize the provocation or incitement 

to commit terrorist offences.57 In order to do so, states must demonstrate that the 

expression glorifies violence or that it can be expected to incite others to violence.58  

 

In weighing whether the restriction of expression is lawful, states must also consider 

the public’s right to be informed of alternate views. In Sener vs Turkey, the ECHR 

ruled that ‘States cannot, with reference to the protection of national security or the 

prevention of crime and disorder, restrict the right of the public to be informed of 

them by bringing the weight of the criminal law to bear on the media.’59 Moreover, 

states which in their prohibition of incitement to terror include clauses which ban 

vaguer terms, such as promotion or glorification of terrorist acts, risk infringing on 
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the right to freedom of speech, which permits individuals to express sentiments that,  

however distasteful members of the general public may find them, are not in 

themselves a direct incitement to violence.60 

               

              Right to a Private and Family Life 

The recognition of the right to a private and family life, as enshrined in the ICCPR,61 

entails the understanding that ‘the state should not be permitted to intrude into the 

private sphere in the absence of strict justification.’62 It is important to note that 

‘private life’ should be understood to encompass the ability to conduct relationships 

with other human beings and perform activities of a professional nature.63  While 

the state may derogate from these rights if they are absolutely necessary for security 

purposes, counter-terrorism operations which entail restrictions on the right to a 

private and family life, such as the destruction of homes,64 without sufficient 

justification, are a violation of international human rights laws.  

                  

Social and Economic Rights 

All people have the right to a range of social and economic rights relating to their 

right to ‘freely pursue their economic, social and cultural development’.65 Enshrined 

in the International Covenant on Economic, Social, and Cultural Rights, these include 

the right to education,66 the right to employment,67 the right to secure medical 

treatment,68 and the right to enjoy an adequate standard of living.69 These rights 
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may be subject to certain limitations only so much as they are necessary ‘solely for 

the purpose of promoting the general welfare in a democratic society’.70  

 

Large counter-terrorism operations mounted by state actors which affect a large 

population have the potential to violate the social and economic rights of this 

population. Indeed, the denial of certain social and economic rights can also breach 

absolute rights; for example, the denial of medical treatment constitutes a breach of 

the freedom from torture, inhuman, or degrading treatment,71 and denial of access 

to basic resources necessary for survival, such as food and water, is a breach of the 

right to life.  

 

Conclusion: Obligations of States engaged in Counter-Terrorism 

Operations under International Law 

Counter-terrorist operations mounted against insurgent groups are inevitably complex 

balancing acts, in which the duty of the state to protect the fundamental human rights of its 

people must be weighed against the dual duty to uphold the human rights of people 

affected by military actions. Yet there does exist a clear legal framework under international 

law, outlined in this paper, which places concrete obligations on states engaged in counter-

terrorism. 

In summary, the International Bill of Human Rights requires all signatories to refrain from 

violating fundamental, non-derogable human rights. They may only limit derogable rights in 

a publicly-declared state of emergency, which must be subject to periodic review taking into 

account the scope and duration of its effect. As outlined in the Fourth Geneva Convention, 

all states engaged in non-international conflict have an obligation to take all possible 

measures to provide the civilian population with all the basic necessities essential to life, 

and moreover, to ensure that all those seeking medical attention, regardless of combatant 

or non-combatant status, receive it. 

In engaging in counter-terrorism operations, international customary law requires that all 

measures taken pass the test of necessity and of distinction: any violation of human rights 

must be shown to be needed in order for the state to uphold its fundamental duty to 

safeguard security.72 In addition, counter-terrorism methods must be proportionate, which 

means that any infringement legal under international law will be the minimum 
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infringement required to achieve security goals.73 Finally, the binding and absolute 

obligation of states to provide effective redress for the victims of human rights violations74 

means that where the counter terrorism operations of states have infringed on human 

rights, states have an obligation to provide effective redress of these rights as soon as they 

are able.75 

With this in mind, governments may be served well by remembering that measures which 

violate the rights of the wider population generally prove counter-productive to the effort 

against terrorism, both by inculcating disaffection and hostility amongst people whom may 

otherwise be counted upon as allies, and by widening the recruitment pool of terrorists. It is 

for this reason, amongst others, that international arbitrators on human rights law have 

continuously stressed that ‘respect for human rights and the rule of law must be the 

bedrock of the global fight against terrorism’.76 
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